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Cloud - Getting Started

Objectives

In this tutorial, you will learn how to create a Chameleon account and use the Chameleon
resource leasing process to create on-demand bare metal servers using the Chameleon user
interface.

Time
# Action Detail (min)
1 Registerfora You will learn how to register for your own Chameleon 10
Chameleon account, and how to utilize its basic features.
User Account
2 Createa To begin, we will walk through the Chameleon user interface 5
Sample Project  capabilities, such as reservation, leasing, server provisioning,
private/public IP addresses, networks, and more.
3 Add Users to To begin, we will walk through the Chameleon user interface 5
the Project capabilities, such as reservation, leasing, server provisioning,
private/public IP addresses, networks, and more.
4 Launch a Lastly, you will learn how to create and log in to a new bare 15
Chameleon metal instance on Chameleon Cloud using your new
Cloud Bare Chameleon Cloud account.

Metal Server

Prerequisites

The following prerequisites are expected for successful completion of this tutorial:

¢ An SSH client (Windows users: downloadPuTTY
(http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html)

¢ A basic knowledge of Linux


http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

Step 1: Register for a Chameleon Cloud user
account

In this step, you will create your very own Chameleon Cloud user account. However, before we
begin, it will be useful to define some Chameleon Cloud terminology and the relationship
between these entities. A Chameleon user account, which we will register for below, is
required to create projects. A project, in turn, can have any number of other Chameleon users
associated with it. As such, users added to a project are known as “project users” for that
project. Projects will also have resources, such as a number of bare metal servers, associated
with them. Together, these concepts form a hierarchy:
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To begin, Go to the Chameleon Cloud homepage (https://whttps://www.chameleoncloud.org/)


https://whttps//www.chameleoncloud.org/
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Find and click on the “Users” button located in the upper right-hand corner of the pageClick
on “Register” from the pop-up menu that appears.
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FutureGrid@Chameleon Getting Started

FutureGrid@Chameleon is a transitional phase allowing Chameleon See our Getting Started page for information on how to get an
users to use our legacy FutureGrid cluster, Alamo. New Chameleon account, an allocation, and start using Chameleon. Users can
hardware and capabilities will become available next year. Please currently try the new Chameleon capabilities using the technology
see our proiect schedule for more information. preview or use virtual machines on our legacy clusters via
https:/fwww.chameleoncloud.orgfregister/ FutureGrid@Chamelson,

Complete the “Contact Information” and “Account Information” forms. You will be
given the option called “PI Eligibility”. The Pl (or Principal Investigator) of an institute has the
ability to create projects. Non-Pl users can be added to a project, but cannot create their own



projects. When finished, click on “Save Profile”. You will soon receive an email
notification regarding account creation completion.

Contact Infarmation Account Infermation

Password

nvhitutic Confirm Passvweord

You will be taken back to the Chameleon Cloud homepage with a message notifying you to
check your email for account verification.

Congratulations! Your account request has been received. Please check your email for account werification.

You should receive an email instructing you to click on a link in order to confirm your email
address. Upon doing so, you will be taken to an email confirmation page where you are asked
to provide your Chameleon username. After doing so, click on “Verify”.

&ﬂm EIEOI"I k. Documentation « News Talks About - Users =

Email Confirmation

Enter Your Verification Code*
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Enter Your Chameleon Usermname*

If your information matches, you will receive a message indicating successful verification, and
will be directed to login to Chameleon for the first time.

Step 2: Create a Sample Project

If not already there, login to the Chameleon website (https://chameleoncloud.org/login/)


https://chameleoncloud.org/login/

Congratulations, your email has been verified! Please log in now.

Login to Chameleon

Username*

Username

Password"

Password

m Forgot your password?

Upon successfully logging in, you will be asked toaccept the Chameleon User Terms and
Conditions. Click “Accept” to proceed.

Please Accept Chameleon User Terms and Conditions

# Dwill anly use Chamelean resournces to perfarm research wark consistent with the goals of my profect. | will not use Chamelson resources for activities related to

financial gain, any unlawful purpese, or in a way that makes the wark of other users difficult.
= | alio will acknowledge Chamebaon in all publication presenting results or contént oblsined wsing Chameleon. The alficial acknowledgenment is as folbows: “Resulls

prasented in this paper were obtained using the Chamebeon testbed supported by the National Schence Foundation™.
= lunderstand that non-compliance with the terms abaove will result in suspension of my account.

Print Terms & Conditions
Each time you log in, you will be taken to your Dashboard, where you can manage your
projects, help desk tickets, as well as your account settings. As we wish to create a new
project, click on the “Manage your Projects” button.

Dashboard Projects FutureGrid@Chameleon Outages Help Desk Profile

Dashboard

Manage your Projects Help Desk Tickets Manage Your Account

You will be told you do not currently have any projects.Click on the “Create Project”
button in the upper right-hand corner of the page to continue.
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You don't have any projects!

FutureGridi@Chameleon

At this time, Chamelean is supparting FutureG hame It you are a former FutureGrid User, yt

can migrate your project to Chameleon
© Migrate a FulureGrid Project

You should then be presented with and asked toaccept the Project Lead Terms and
Conditions. Click “Accept” to proceed.

Please Accept Project Lead Terms and Conditions
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You will then need to complete the “Create a New Project” form by providing a title,
description, and type. A Project ID will be automatically generated and assigned - it is

displayed on this page for your reference. When you are satisfied with your input, click on
“Create Project”.
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You will then be taken to view the new project’s details. It is on this page that you can add
project users. At this point, the project’s “Allocation” status will be reported as

“Chameleon Pending”. Check in regularly to see when your project’s allocation has
been approved.



Dashboard m FutureGrid@Chameleon Dutages  HelpDesk  Profile

Your project has been created!

training | cu-ai673s

2] Paul Bad <paul.rad@gmail.com=, University of Texas a1 San Antanio
Abstract To prowide training and teaching materials for Chameleon Cloud users.
Type Startup
Fiebd of Science COMPUTER AND IMFORMATION SCIEMCE AND EMGINEERING [CISE)
Allocation Chameieon Pending

e

Project Users

Add a Userto Praject®  Username of Uy Add user

Step 3: Add Users to the Project

If you have not done so already, as a Pl user, login to theChameleon website
(https://chameleoncloud.org/login/).

On your Dashboard, click on the “Manage Your Projects” button.

Dashboard Projects FutureGrid@Chameleon Outages Help Desk Profile

Dashboard

Manage your Projects Help Desk Tickets Manage Your Account

Click on the desired project’s “View Project” button.

Dashboard FutureGrid@Chameleon Dutages Help Desk Profile

Projects

GEC Tuterial Project | ciaisisz | view Project

=] Pauil Rad =paul radEutsa edu>

Abstract GEC Tutorial Project

Scroll down to view the “Project Users” area.In the textbox labeled “Add a User to
Project”, enter the username of the user you would like to add to the project, thenclick
the “Add user” button.


https://chameleoncloud.org/login/

Pl Paul Rad < 1 1.8 , University of Texas a1t San Antonio

Abstract GEC Tutorial Project

Type Ressarch

Field of Science COMPUTER AND |NFORMATION SCIENCE AND ENGINEERING (CISE
Allocation Chameleon Pending

Add a User to P roject Hdd use

Current Users

paulrad [Pl

Repeat this process as necessary until all desired users have been added to the project.

Step 4: Launch a Chameleon Cloud Bare
Metal Server

In this section, we will show you how to launch your own bare metal servers on Chameleon.
The technology preview of Chameleon gives access to bare-metal compute resources on which
users can have administrative access to run cloud computing experiments with a high degree
of customization and repeatability. Typically, an experiment will go through several phases:

4.0 Discovering resources

All physical resources available to users through the Chameleon technology preview are
described in the Chameleon resource registry
(https://www.chameleoncloud.org/user/discovery/) where users may browse and learn about
all the resources available in the Chameleon technology preview.

By default, the resource discovery web interface displays all nodes of the test bed. They can
be filtered using the controls on the right side of the page.


https://www.chameleoncloud.org/user/discovery/

Resource Discovery | Chameleon Cloud

|+ c'y‘lmps & www.chameleoncloud.org/user/discovery/

45 nodes

1. 0a5b61b2-dclc-4bee-86f7-247c9689ea88

Site:
Cluster:
uID:
Version:
GPU:

Processor

tacc

alamo

0a5b61b2-dclc-4bee-86f7-247c968%ea88
547815582085deb7b703d76a51e082c53aa%do9b4
false

Vendor:
Model:
Version:
Clock Speed:

Instruction Set:

Description:
Cache L1:
Cache L1d:
Cache L1i:
Cache L2:
Cache L3:

Architecture

Intel

Intel Xeon
X5550
2.66 GHz
x86-64
Intel(R) Xeon(R) CPU X5550 @ 2.67GHz
n/a

32KB
32KB
256 KB
8,192 KB

Platform Type:
SMP Size:
SMT Size:

Memory

Network adapter interface #3

For example, three nodes of the Alamo cluster have a 1 TB disk as a second drive. To list

Site
(] TACC (45)

Cluster

[_] alamo (45)

Virtual Support
[ ivt (45)

Besteffort Support
[} unknown (45)

Deploy Support
[ true (45)

Network adapter interface #1
[] Ethernet (45)

Network adapter interface #2
(] Ethernet (45)

information for only these nodes, click on the corresponding checkbox:
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Resource Discovery | Chameleon Cloud

@ [ L |(‘9 https @ www.chameleoncloud.org/user/discovery/

Storage Devices

Storage Device 1

Interface: scsi

Vendor: SEAGATEn/a
Model: ST9500430SS
Device: sda

Driver: mptsas

Size: 466 GB

Rew: Dse2

Storage Device 2

Interface: scs|

Vendor: SEAGATE n/a
Model: ST910006405S
Device: sdb

Driver: mptsas

Size: 932 GB

Rew: AS05

Network Adapters

Operating System

Name: centos

Kernel: 3.10.0-123.20.1.el7.x86_64
Version: 7.0.1406
Release: n/a

BIOS

Vendor: Dell Inc.
Version: 2

Release Date: 04/06/2010
Chassis

Name: PowerEdge M610
Manufacturer: Dell Inc.
Serial: 7C61JM1

[7) sCsl(3)

Storage device #2 interface

[ 5CS1(3)

Storage device #1 size (GiB)
) 137(1)
(7] 466 (2)

Storage device #2 size (GiB)
™ 932 (3)

#CPUs
[12(3)

#Cores

18(3)

RAM (MiB)
(] 12002 (1)
(] 12005 (2)

CPU Clock Speed (GHz)
] 2.66(3)

Processor model

["] Intel Xeon (3)

Processor cache L1 (KiB)

() unknown (3)

4.1 Create a reservation lease

Physical resources on the Chameleon technology preview must be reserved before using them
for an experiment. Once a reservation has been accepted, users are guaranteed that resources

will be available at the time they chose (except in extraordinary circumstances such as
hardware or platform failures), which will help to run large scale experiments.

To begin, login to the Chameleon Resource Provisioning Dashboard
(https://ironic.chameleon.tacc.utexas.edu/dashboard/auth/login/).


https://ironic.chameleon.tacc.utexas.edu/dashboard/auth/login/

800 Login - OpenStack Dashboard e

€5 hips @ ironic.chameleon.tacc.utexas.edu/dashboard |

Log In

User Name

You should land on the Compute overview page for your default project. The pie charts on the
page will show you what the current usage of things like instances and floating IPs is relative
to the limit for your project. The usage summary will show historical usage of your project for a
time period that can be selected. The usage box will show information about the instances
currently running in your project.



800 Instance Overview - OpenStack Dashboard
E‘ + Cq https @ ironic.chameleon.tacc.utexas.edu/dashboard [project/

&umeleon [E Chameleon ~

i " Qverview

‘ Compute

I Limit Summary
Overview

Instances

Volumes
Instances VCPUs RAM Floating IPs Security Groups
images Used 0 of 46 Used 0 of 368 Used 0Bytes of 506GB Used 0 of 8 Used 1 of 10

Access & Security
Usage Summary

Network

Select a period of time to query its usage:

Reservations

From: = 2015-04-01 To: | 2015-04-06 m The date should be in YYYY-mm-dd format.
Active Instances: 0 Active RAM: 0Bytes This Period's VCPU-Hours: 26.14 This Period's GB-Hours: 334553

Identity

Usage ® Download CSV Summary

Instance Name Disk RAM Time since created
No items to display.

Displaying 0 items

To access the reservation system, click on “Reservations”, then “Leases”.

800 Leases - OpenStack Dashboard
F E‘ s @ https @ ironic.chameleon.tacc.utexas.edu/dashboard /project/leases/

i - Sign Out
&ﬁmeleon [ Chameleon ~ priteau £~ ign

i " Leases

Compute
Leases i Lease Calendar

Lease name Start date End date Action Status Reason Actions

Network

Reservations

No items to display.

Leases o
Displaying O items

Identity

To discover when resources are available, you may access the lease calendar. This will display
a Gantt chart of the reservations which allows you to find when resources are available. The Y
axis represents the different physical nodes in the system and the X axis represents time.



e 0o Leases - OpenStack Dashboard -

| |+ Cq https & ironic.chameleon.tacc.utexas.edu/dashboard/project/leases /calendar/

meleon Chameleon ~

Project

Lease Calendar
Display Date Range

Compute

Network Start | 04/06/2015 14 (: 0 [J End 040772015

Reservations

158b94af...
99a8cff0...
Ode3e2i2...
aaBcb782...
entity ad249cca...
ld 4e2{7c33...
81644485...
0a5b61b2...
14ff9eba...
ale0ef31...
4ad57c80...
bd6491d6...
d3ad1bif...
750e6611...
4c069031...
11603d25...
de098408...

Leases

Once you have chosen a time period when you want to reserve resources, go back to the
Leases screen and click on “Create Lease”. It should bring up the window displayed below:

8e0e Leases - OpenStack Dashboard !

il C@ hitps @ ironic.chameleon.tacc.utexas.edu/dashboard /project/leases/

Create New Lease

[ Description:

Create a new lease with the provided values.

Start Date/Time (UTC) * @

yyyy-mm-dd hh:mm

End Date/Time (UTC) * @

yyyy-mm-dd hh:mm

Resource Type *

Physical Host

Number of Hosts *

1

Cancel Create

1. Pick a name for the lease. This name needs to be unique across your project. This
example uses the name my-first-lease.



. Pick a start time; if you want to create your lease soon pick a start time in the near
future. Note that it must be entered in UTC! You can get the UTC time by running “date -
u” in your terminal.

. Pick an end time. Similarly, you must use UTC.
. Choose the number of hosts, it is 1 by default.

. After completing the “Create New Lease” form, click on the “Create” button.

8eo0e Leases - OpenStack Dashboard e
m@@ i 5 hrps @ ironic.chameleon.tace.utexas.edu /d ashboard  project/leases C |pReadery [y

Create New Lease

Name *
my-first-lease Descri ptl on:

Create a new lease with the provided values.
Start Date/Time (UTC) * @

2015-04-06 16:00

End Date/Time (UTC) * ©

2015-04-06 18:00

Resource Type *

Physical Host

Number of Hosts *

1

Gancel

Once created the lease details will be displayed. At the bottom of the page are the details
about the reservation. Initially the reservation is in the Pending status, and stays in this
state until we reach the start time.



Lease Detail - OpenStack Dashboard

|| + C‘? https @ ironic.chameleon.tacc.utexas.edu/dashboard/project/leases/c9c980bb-al3b-4a89-aBad-ebcBf6797f1c/

Lease Overview

Lease

Name

my-first-lease

Id
c8¢880bb-a13b-4aB9-aBad-ebcBi67971c
Project Id

Chameleon

Start date

End date

Action

CREATE

Status

COMPLETE

Status Reason
Successfully created lease

Events

start_lease
Status: Undone
Created at: -
Updated at: -
end_lease
Status: Undone
Created at: -
Updated at: -

Reservations

physical:host
Id: 58fabbde-bb27-4759-b5b2-422f5ee108c8
Status: Pending
Resource Id: 135
Created af: -
Updated at: -

Once the start time of the lease is reached, the lease will be started and its reservation
will change to “Active”; you may need to refresh the page to see this.



Action

CREATE

Status

COMPLETE

Status Reason
Successfully created lease

Events

start_lease
Status: Undone
Created at: -
Updated at: -
end_lsase
Status: Undone
Created at: -
Updated at: -

Reservations

physical:host
Id: 68faBbde-bb27-4759-b5b2-422f5ee108cB
Status: Pending
Resource Id: 135
Created at: -
Updated at: -

4.2) Import Public Key Pair

Once your lease is started, you are almost ready to start an instance. But first, you
need to make sure that you will be able to connect to it by setting up a key pair.
This only has to be done once per user per project. **Click on the “Access &
Security” section, then click the “Key Pairs” tab.



800 Access & Security - OpenStack Dashboard -

(&) (2] [+] € hupsa ironic.chameleon.tacc.utexas.edu/dashboard /project/access and security/ ¢ | Beader

= riteau Sign Out
Gmmeleon Chameleon p i &
Project .
Access & Security
Compute
Security Groups Key Pairs Floating IPs AP| Access
Overview
KE}' Pairs + Create Key Pair ® Import Key Pair
Instances.
Key Pair Name Fingerprint Actions
Volumes
No items to display.
Images Displaying 0 items

Access & Security

Network
Reservations

Identity

Here you can either get Chameleon to create an SSH key pair for you via the “Create Key Pair”
button. If you already have an SSH key pair on your machine and are happy to use it, click on
“Import Key Pair”.

Enter a name for the key pair, for example “laptop”. In the “Public Key” box, copy the content
of your SSH public key. Typically it will be at ~/.ssh/id_rsa.pub. To create your own key pair,
execute the command:

ssh-keygen -t rsa -f cloud.key

Copy the contents of the cloud.key.pub file, then simply paste into the “Public Key”
box and click on “Import Key Pair”.



Access & Security - OpenStack Dashboard

Import Key Pair

Key Pair Name *

laptop

Public Key *

ssh-rsa
AAAABINzaC1yc2EAAAABIWAAAQEACC+3nKeJ1SE
P3w2e6sTwWeGifvaFbBNNTKR+DmyyLzwD54xmQw
mfHjpuQOrY XXNKdo98IS/y+60ek43KgFy Tpf/4a20im
adPNORuJFzhWo/zrsngDRFIMorHgY +0j 1 hMBefavvy
0ZUBr+e1/WIKePoSExNetYkGso@0TXUbcvINEMLM
ZDEHF/jUKfBnT3TaRoNZKCQAITauNZ3J5nWrs\WiNA
8VaGwHshU4Q3tWDp1750S06/4Zjlf2fwHOutZsIrnSN
RNAipcLuh3Wmc79jXDg5hQQra202+DvBuZds24/vKL
FF0a+f0Pjw+QbK+zH4bB790JxQQu\V+/9PR5Bw==
priteau@paralleloaram.irisa.fr

+ Cty https & ironic.chameleon.tacc.utexas.edu/dashboard/ project/access_and_security/

Description:

Key Pairs are how you login to your instance after it is
launched.

Choose a key pair name you will recognise and paste your
S5H public key into the space provided.

SSH key pairs can be generated with the ssh-keygen
command:

ssh-keygen -t rsa -f cloud.key

This generates a pair of keys: a key you keep private
(cloud.key) and a public key (cloud.key.pub). Paste the
contents of the public key file here.

After launching an instance, you login using the private key
(the username might be different depending on the image
you launched):

ssh =i cloud.key <username>@<instance_ip>

Cancel

You should now see a list of known key pairs, with the one you just added.

G:mmeleon

Project

Access & Security - OpenStack Dashboard

+ Cty https & | ironic.chameleon.tacc.utexas.edu/dashboard/ project/access_and_security/

Chameleon ~

Compute

Overview

Instances

Volumes

Images

| Access & Security

Security Groups Key Pairs

Key Pairs
] Key Pair Name

() laptop

Displaying 1 item

Network

Reservations

Identity

4.3) Launch an Instance

Access & Security

Fingerprint

1c:cb:7c:ce:28:e8:1a:1b:f3:7a:6b:bf:a4:58:b6:22

- Cirven Dk

Success: Successfully imported public
key: laptop

Floating IPs APl Access

=+ Create Key Pair ® Import Key Pair ¥ Delete Key Pairs

Actions
Delete Key Pair

using Public Key Pair



Now that we have a valid key pair published, we can proceed with creating a new serverClick
on the “Instances” tab under “Compute”, where we can create, manage, and delete
servers on demand.

Instances

Instance Namae * | Filte

Instance Image ! e
7 o IP Address Size !
Hame Hama Pai
CiC- 10.12.0.184 1
at0ST 12911434107 .
CiC- 10.12.0.183 San
SIS T 15 114 34 106 il
et Zand O 129114 34 106 il
Reservations
CiC- 10.12.0.169 . San
ki e CemtOST 12911434108 Sil
Next, click on the “Launch Instance” button.
Instances
Instance Name ¥ || Filter e
Inslamce himas K Byailabsli P oo d
T - IP Address Size '." Status & Task 5 SN
Hame Mame P air Zowe Siate
EE
. A climate D82 Jesbt- -
i dhaed ol Prowy Actve | SCcs-dT38-0fT5 More  Rurning | __ e
Z it 4 1B e
oG 1120 a1 3 4 days
antDS 30.114.34 wim | = ¥ | 22 hours
1 Qe S = Fi s o 1 s
e = = Actve | BPoe-4730-6Th iore  Rumning | _
& 28.114. 34 1908 i £ dBys

410=Eaa e

Create a Chameleon server with the following attributes.
1. Instance name: **test-**

Availability zone: Any Availability Zone

Reservation: *¥**

Flavor: baremetal

Instance count: 1

Instance boot source: Boot from image

Image name: CC-CentOS7

Click on the “Access & Security” tab

o © N o U A~ W N

Select your key pairfrom the list.

=
©

Click: Launch



Launch Instance

Details * Accass E Sacurity * Metworking * Post-Crealion
Awailabili
ailability Zone Spacily the details for launching an instance
Any Avallabiily Zane Y The chartbelow shows the resources used by this
project in relafion to the projects quotas

Reservation @
Flavor Details

TesiLease (c0fecd26-6765-4TB5-8ai5-5¢ ¥

Name baremetal
Instance Hame *
VCPUs ]
Hadoop-test
Root Disk 128 GB
Flavor = @ Ephemeral Disk 0GB
baremetal v Total Disk 128 GE
Instance Count * € RAM 11.264 MB

Project Limits
Instance Boot Source * @ Humber of Instances
Boot Trom image A
Number of VCPUs

Image Mame -

CC-CentDST (7495 MB L Total RAM

Launch Instance

Dalails * Actess & Sacurity * Mabhvorking ® Poasl-Craalion

Koy Pair @

Proxy | - groups, and other machanisms

Control ACCEss 1o your inSlance via key pairs, security

Security Groups * @
+ detault

:Hr- - EI m

Your Chameleon Cloud server will begin building.

4.4) Assign Floating IP for Public Access

When the server becomes available, click on the “Associate Floating IP” button at the
end of its row. Select an available IP address from the list and click on “Associate”. Make
note of this new IP address, as we will need it to complete the next step.



Manage Floating IP Associations

IP Addrass *
IP Address * )
Select the IP address you wish fo associate wath the
Select an IP address L Selected Instance.

Select an IP address
129.114.34107

Now SSH into your new server using the new floating IP address.

[proxyuser@proxy ~1$ ssh cc@your.floating.ip.address

The authenticity of host ‘your.floating.ip.address (your.floating.ip.address)’ can’t be
established.

ECDSA key fingerprint is 3d:4e:d1:a0:e8:d9:€6:19:a2:8a:79:48:66:¢5:01:1d.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added ‘your.floating.ip.address’ (ECDSA) to the list of known hosts.
[cc@Hadoop-test ~1%

Ensure you are logging in using the cc account on any servers you create using this method.
Appendix A: Generating and Using SSH Key Pairs on Windows Platforms

First, we will need to download tools to generate our key pair, as well as an SSH client that can
make use of them. These tools are called PuTTYGen and PuTTY, respectively.

The location to download PuTTYGen is:
http://the.earth.li/~sgtatham/putty/latest/x86/puttygen.exe
(http://the.earth.li/~sgtatham/putty/latest/x86/puttygen.exe)

The location to download PuTTY is: http://the.earth.li/~sgtatham/putty/latest/x86/putty.exe
(http://the.earth.li/~sgtatham/putty/latest/x86/putty.exe)

Download and run the PuTTYGen executable:
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http://the.earth.li/~sgtatham/putty/latest/x86/puttygen.exe
http://the.earth.li/~sgtatham/putty/latest/x86/putty.exe

Click on the “Generate” button and move your mouse as indicated in order to generate enough
random movement with which to help create your new key pair. When the process has
completed, you may enter a password into the “Key passphrase” input box in order to protect
your private key.
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Click on the “Save private key” button and save this file to a location you can easily recall
later.

Copy the text in the “Public key for pasting into OpenSSH authorized_keys file:” input field. This
is your public key that will be input into the Chameleon cloud web interface.
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To connect to a Chameleon server, download and execute the PuUTTY tool. Enter the public IP
address into the “Host Name (or IP address)” input box.
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Next, in order to specify a private key file, click on the Connection - SSH —» Auth menu item on
the left. Click on the “Browse” button and select your private key file.
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Finally, click the “Open” button to connect using this key.
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